Internal Control

Could there be dishonest employees where you work? Unfortunately, the answer sometimes is “Yes.” The following real occurrences show this well:

	[image: image1.png]




	[image: image2.png]



	[image: image3.png]


 

The general accountant of a Canadian charity embezzled $2 million over a four-year period by putting contributions to the charity into her personal bank account.
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The controller of a Canadian manufacturing company paid himself $2 million more than his normal pay level by writing unauthorized cheques on the company's payroll account. He got rid of the cancelled cheques when they were returned from the bank and then he altered the books.
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An assistant bank manager stole more than $10 million from a Toronto bank by making loans to fictitious companies.
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A Public Works official and two individuals running advertising companies were convicted on criminal charges for defrauding the federal government of millions of dollars in what became known as the Federal Sponsorship Scandal.
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These situations, as well as the possibility of honest errors, emphasize that a good system of internal control is necessary.

Internal Control
Internal control is the process that management designs and implements to help an organization achieve:

(1)
Reliable financial reporting

(2)
Effective and efficient operations

(3)
Compliance with relevant laws and regulations

Management is responsible for:

· internal controls.

· determining the business risks that threaten the achievement of any of these objectives

· creating and implementing the control activities

· ensuring that the controls are monitored.


A company’s accounting system is part of internal control.
Control Activities
Establishment of Responsibility

· Transactions and activities must be undertaken, and approved, by the appropriate individuals or departments. 
· Responsibility should be assigned to specific individuals. 
· Control is most effective when only one person is responsible for a given task.

Segregation of Duties
· The work of one employee should, without a duplication of effort, provide a reliable basis for monitoring the work of another employee. 
· The responsibility for related transactions should be assigned to different individuals, and the responsibility for establishing the accountability for an asset should be separate from the physical custody of that asset.

Related Activities
· When one individual is responsible for all of the related activities, the potential for errors and fraud increases. 
· Activities related to sales: selling, shipping, and billing should be done by different individuals.  
· Activities related to purchasing: ordering, receiving, and recording payment should also be performed by different individuals.

Custody of Assets

· When one employee maintains the record of the asset that should be on hand, and a different employee has physical custody of the asset, the custodian of the asset is not likely to convert the asset to personal use. 
· The separation of accounting responsibility from the custody of assets is especially important for cash and inventories because these assets are vulnerable to unauthorized use or theft.

Documentation procedures
· Documents should provide evidence that transactions and events have occurred.

· Documents should be prenumbered. Prenumbering documents permits all documents in a related series to be sequentially accounted (transactions are not counted twice nor omitted).

· Documents should be prepared when transactions occur.

· Source documents for accounting entries should be promptly forwarded to the accounting department.

Physical Controls

· Physical controls include mechanical and electronic controls to safeguard assets and improve the accuracy and reliability of the accounting records.

· Examples – alarms, safes, television monitors, time clocks, password access
Performance Review
Independent reviews involve the review, comparison, and reconciliation of data.

Maximum benefit is derived when: 


(1)
The review is done periodically or on a surprise basis; 


(2)
The review is done by independent party; 


(3)
Discrepancies and exceptions are reported to a management level that can take corrective action.


Internal Review

· In large companies, independent internal reviews are often monitored by internal auditors. 
· Internal auditors are company employees who continuously evaluate the effectiveness of a company’s system of internal control.

· Internal control over financial reporting is so important to users of financial statements today that the Canadian Securities Administrators (CSA) now require the chief executive officer and chief financial officer to certify that they have evaluated the effectiveness of the company’s internal control over financial reporting. 

· These conclusions must be included in the company’s management discussion and analysis section of the annual report and the evaluation process used must be described.

External Review

· External auditors are professional accountants that are hired by the company to report on whether or not the company’s financial statements fairly present its financial position and result of operations. They are not required to test the effectiveness the company’s controls.

Other Controls
· Bonding of employees who handle cash. This means getting insurance protection against the theft of assets by dishonest employees.

· Rotating employees’ duties and requiring employees to take vacations. These actions discourage employees from attempting any thefts since they will not be able to permanently hide their improper actions.


Limitations of Internal Control

· The concept of reasonable assurance rests on the premise that the costs of establishing control procedures should not exceed their expected benefit. (ie. Shoplifting in stores, all people are not stopped at the door)
· The human element is an important factor in every system of internal control. Fatigue, carelessness, and indifference can weaken the system.

· Occasionally, two or more persons may work together to circumvent prescribed controls. This collusion can eliminate the protection offered by segregation of duties.
· The size of the business may also impose limitations on internal control (if too small, may be too difficult to separate duties, owner has to take responsibility)
